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Clam AntiVirus is free software; you can redistribute it &vdmodify it under the
terms of the GNU General Public License as published by the Boftware Founda-
tion; either version 2 of the License, or (at your option) &ter version.

This program is distributed in the hope that it will be usefuit WITHOUT ANY
WARRANTY; without even the implied warranty of MERCHANTARBITY or FIT-
NESS FOR A PARTICULAR PURPOSE. See the GNU General Publierse fol
more details.

You should have received a copy of the GNU General Publicriseealong with thi
program; if not, write to the Free Software Foundation, 65 Mass Ave, Can
bridge, MA 02139, USA.

UJ




1 Introduction

1 Introduction

Clam AntiVirus is an anti-virus toolkit for UNIX. The main ppose of this software
is integration with mail servers (attachment scanningk package provides a flexible
and scalable multi-threaded daemon, a command line sgaamter tool for automatic
updating via Internet. The programs are based on a shamadgylidistributed with the
Clam AntiVirus package, which you can use with your own safiv

1.1 Features

e Licensed under the GNU General Public License, Version 2
e POSIX compliant, portable

e \ery fast scanning

e On-access scanning (Linux and FreeBSD only)

e Detects over 20000 viruses, worms and trojans

e Supports archives and compressed files

e Detects Microsoft Office and MacOffice macro viruses

e Built-in support for RAR (2.0), Zip, Gzip, Bzip2 and others
e Built-in protection against archive bombs

e Built-in support for Mbox, Maildir and raw mail files

¢ Includes a database updater with support for digital sigeat

1.2 Mailing lists
There are four mailing lists available:

e clamav-announce*lists.sf.net info about new versions
(including debian package releases), modetfated

e clamav-users*lists.sf.net user questions
e clamav-devel*lists.sf.net developement

e clamav-virusdb*lists.sf.net- database update announcements

1That means the subscribers are not allowed to write into tiéng list
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You can subscribe and check the mailing list archiveshep://www.clamav.net/
ml.html

1.3 Virus submitting

If you have got a virus that is not detected by your ClamAV Miétiest databases, please
check it with theClamAV Online Specimen Scanner

http://www.gietl.com/test-clamav
and then submit it on our website:

http://lwww.clamav.net/cgi-bin/sendvirus.cgi

2 Installation

2.1 Supported platforms

Clam AntiVirus is prepared for the installation on the feliog operating systems /
architectures (tested platforms in brackets):

e GNU/Linux - all versions and platforms
e Solaris - all versions and platforms

e FreeBSD - all versions and platforms
e OpenBSD 3.0/1/2 (Intel/SPARC)

e AlIX 4.1/4.2/4.3/5.1 (RISC 6000)

e HPUX 11.0

e SCO UNIX

e IRIX 6.5.20f

e Mac OS X

e BeOS

e Cobalt MIPS boxes (RAQ1, RAQ2, QUBE?2)

e Windows/Cygwin
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e Windows Services for Unix 3.5 (Interix)

Some features may not be available on your operating systgmu are running Clam
AntiVirus on some system not listed above please let us know.

2.2 Binary packages - stable versions

e Debian
The package is maintained by Stephen Gran and Thomas LanaynA¥ has
been officially included in the Debian distribution stagifrom the Sarge re-
lease. Run apt-cache search clamav to find the name of thagexlavail-
able for installation. Unofficial packages for Woody anddgaare available and
they are usually more recent than official ones. Add the ¥ahg lines to your
/etc/apt/sources.list:

stable/woody (i386):

deb http://people.debian.org/"sgran/debian woody main

deb-src http://people.debian.org/"sgran/debian woody m ain
testing/sarge (i386):

deb http://people.debian.org/"sgran/debian sarge main

deb-src http://people.debian.org/"sgran/debian sarge m ain

Feel free to search for clamav atp://www.apt-get.org too.

e RedHat - Fedora
The packages are maintained by Petr Kristof and availabhétpat’crash.
fce.vutbr.cz/crash-hat/1/clamav/ Please follow the instructions http:
/lcrash.fce.vutbr.cz/yum-repository.html and then run:

yum update clamav
or
up2date -u clamav

e PLD Linux Distribution
The RPM packages for the Polish(ed) Linux Distribution aegntained by Arka-

diusz Miskiewicz (visithttp://www.pld-linux.org ).

e Mandrake
The RPM package for Mandrake is available on Mandrake'sargrisedittp:/
www.rpmfind.net/linux/RPM/cooker/contrib/i586/CByNa me.html . The lat-
est Mandrake RPM packages are availabfgatfftp.neocat.org/pub/ and

maintained by Bill Randle.
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e Slackware
Actual packages are available atip://linuxpackages.net

e FreeBSD
The official FreeBSD port is maintained by Masahiro Teramdthere are two
version available: clamav and clamav-devel. You can findh lmdtthem under
lusr/ports/security/

e OpenBSD
The unofficial port for OpenBSD is available akhttp://www.fathsd.com/
openbsd/

e NetBSD
The official port is available.

e AIX
The binary packages for AIX are available in AIX PDSLIB, UCL#Ap:/
aixpdslib.seas.ucla.edu/packages/clamav.html

e MS Windows
All major features of ClamAV are implemented under Win32ngsihe Cygwin
compatibility layer. You can download a self installing kage atttp://www.
sosdg.org/clamav-win32/index.php

e MS Windows - graphical version
A standalone GUI version is also available. See ClamWin enTthird Party
Softwaresection (5.41).

2.3 Binary packages - snapshots

Thanks to Fajar A. Nugraha you can download daily buildsnfidaily snapshots) for
the following operating systems:

SPARC Solaris 8/9

DEC OSF (built on Tru64 UNIX V5.0A)

AIX (built on AIX Version 5.1)

Linux i386 with glibc 2.3 (compiled on Fedora Core 1, worksRid > 8)

Win32/Cygwin (compiled on XP)

Please visihttp://clamav.or.id
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2.4 Requirements

The following elements are requires to compile ClamAV:
e zlib and zlib-devel packages
e gcc compiler suite (both 2.9x and 3.x are supported)
The following packages are optional bughly recommended
e bzip2 and bzip2-devel library

e GNUMP 3
It's very important to install the GMP package because ivedl freshclam to
verify the digital signature of the virus database. If frddalin was compiled
without GMP support it will display "SECURITY WARNING: NO SBPORT
FOR DIGITAL SIGNATURES” on every update. You can download GNIP at
http://www.swox.com/gmp
A note for Solaris users: you should set thBI system variable to 32 (e.qg.
setenv ABI 32 ) before running the GMP’s configure script

2.5 Installing on a shell account

To install ClamAV on a shell account (e.g. on some shared) lyagt don’t need to
create any additional users or groups. Assuming your homeetdry is/home/gary
you should build it as follows:

$ .Iconfigure --prefix=lhome/gary/clamav --disable-cla mav
$ make; make install

To test your installation execute:

$ “Iclamav/bin/freshclam
$ “Iclamav/bin/clamscan ~

2.6 New system user and group

If you are installing ClamAV for the first time, you have to aaldiew user and group to
your system?

2Thanks to Ed Phillips
3Cygwin note: If you don’t have /etc/passwd you don’t need.tha
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# groupadd clamav
# useradd -g clamav -s /bin/false -c "Clam AntiVirus" clamav

The above method works on Linux and Solaris - in case you d@végroupadd, user-
add please consult the system manual. If you are installing @&wmn a user account
you may omit this step with thedisable-clamav option passed to theonfigure
script:

$ ./configure --disable-clamav

It disables testing for existence of thlamavuser and groupclamscan still requires
the unprivileged user and group to work in the superuser mode The password for
that account should be locked/etc/passwabr /etc/shadow

2.7 Compilation

Once you have created the clamav user and group, pleasetd¢kearchive:

$ zcat clamav-x.yz.tar.gz | tar xvf -
$ cd clamav-x.yz

Assuming you want to install the configuration files in /etopfigure the package as
follows:

$ .Iconfigure --sysconfdir=/etc

Currentlygccis required for the compilation. Support for other comlesll be added
in the near future.

$ make
$ su -c "make install"

In the last step software is installed in the /usr/localctivey and the config file goes to
/etc. WARNING: Never enable the SUID or SGID bits in Clam AntiVirus binaries.
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2.8 Configuration

If you are going to use the daemon you have to configure it lsscawon’t run with
default settings:

$ clamd
ERROR: Please edit the example config file
letc/clamav.cont.

This shows a location of the configuration file. The format aptions of this file are
fully described in theelamav.conf(5jmanual. clamd configuration is very easy because
the config file is well commented. Remember - you must remogéEixample” direc-
tive.

Another feature of clamd is on-access scanning based onahakd module, avail-
able fromhttp://dazuko.org . This is not required to run clamd - furthermore,
you shouldn’t run Dazuko on production systems A special thread in clamd respon-
sible for a communication with Dazuko is called "Clamukd™ydue to the funny name
of Dazuko - we don’t know what Clamuko means). Clamuko is sujgal on Linux and
FreeBSD only. To compile dazuko execute:

$ tar zxpvf dazuko-a.b.c.tar.gz

$ cd dazuko-a.b.c

$ make dazuko

or

$ make dazuko-smp (for smp kernels)

$ su

# insmod dazuko.o

# cp dazuko.o /lib/modules/'uname -r'/misc
# depmod -a

Depending on your Linux distribution you have to add a "daZudntry to
/etc/module®r something like:

modprobe dazuko

to some startup file in order to load dazuko at a boot time. Glatngn on FreeBSD is
very similar. You must also create thdev/dazukalevice:

$ cat /proc/devices | grep dazuko
254 dazuko
$ su -c "mknod -m 600 /dev/dazuko ¢ 254 0"

Now just configure Clamuko inlamav.confand see the 3.3 section.
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2.9 Testing
Try to scan recursively the source directory:

$ clamscan -r - scan.txt clamav-x.yz

It should find some test viruses in the clamav-x.yz/testatliny. The scan result is
saved in the scan.txt log filé. To test clamd: start it and uséamdscar(you can also
connect directly to clamd and run the SCAN command):

$ clamdscan -l scan.txt clamav-x.yz

The output and the logfile should be similar to thoselamscan

2.10 freshclam: Setting up auto-updating

freshclamis a default database updater for Clam AntiVirus. It can workvo modes:
e interactive - from command line, verbosly
e daemon - alone, silently

When started by a superuser (by default) it drops privilegesswitches to thelamav
user.freshclamuses thelatabase.clamav.net round-robin DNS which automatically
selects a database mirror2.11. freshclam is an advancédsigaports proxy servers
(with authentication), digital signature verification avatious error scenariofuick
test: run freshclam (as superuser) with no parameters and check the outputlf
everything is OK you may create the log file in /var/log (owrmgdclamavor another
user freshclam will be running asuser ):

# touch /var/log/clam-update.log
# chmod 600 /var/log/clam-update.log
# chown clamav /var/log/clam-update.log

Now you shouldedit the configuration file (usuallfyeshclam.confand configure the
UpdateLogFiledirective to point the created log file (it's highly recomnded). Op-
tionally you may force the log file path with. Finally, to run freshclam in the daemon
mode execute:

# freshclam -d

4More info on clamscan optionsaan clamscan
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The other method is to use tikeon daemon. You have to add the following line to the
crontab of theoot or clamav users:

N * * * * [ysr/local/bin/freshclam --quiet

to check for a new database every hobi.should be a humber between 1 and 59
of your choice. Please don’'t choose any multiple of 10, becsel there are already
too many servers using those time slotroxy settings are only configurable via the
configuration file (so you can setup proper permissions tteptgqour proxy password):

HTTPProxyServer myproxyserver.com
HTTPProxyPort 1234
HTTPProxyUsername myusername
HTTPProxyPassword mypass

2.11 Database mirrors

freshclam downloads the database fridtp://database.clamav.net . As of March
2004 we attempt to redirect our users to the closest pool obrsiby looking at their

ip source address when they try to resolve database.claeta@ur DNS servers can an-
swer witha CNAME to: db.europe.clamav.net, db.amerieaelv.net, db.asia.clamav.net
or db.other.clamav.net. Our advanced push-mirroring rmeisim allows database main-
tainers to update all the mirrors in less than one minute 'nkkdo the help of many
companies and organisations we have a few dozen of veryrfdgediable mirrors:
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Mirror IP | Location | Administrator
clamav.man.olsztyn.pl 213.184.16.3 Olsztyn, Robert d'Aystetten
Poland <dart*man.olsztyn.pl>
avmirrorl.prod.rxgsys.com 64.74.124.90 USA Graham Wooden
<graham*rxgsys.com>
avmirror2.prod.rxgsys.com 207.201.202.73 USA Graham Wooden
<graham*rxgsys.com>
clamav.e-admin.de 212.162.12.159| Dusseldorf, Andreas Gietl
Germany <a.gietl*e-admin.de>

clamav.essentkabel.com

195.85.130.84

Netherlands

Chris van Meerendonk
<mirror*essentkabel.com>

clamav.inet6.fr 62.210.153.201 France Lionel Bouton
62.210.153.202 <clamavdb*inet6.fr>
clamav.netopia.pt 193.126.14.29 Portugal Miguel Bettencourt Dias
<mbd*netopia.pt>
clamav.sonic.net 209.204.175.217 USA Kelsey Cummings
<kgc*sonic.net>
clamav.gossamer-threads.com 64.69.64.158 Canada Alex Krohn
<mirrors*gossamer-threads.com>
clamav.catt.com 64.18.100.4 USA Mike Cathey
<mirrors*catt.com>
clamav.antispam.or.id 202.134.0.71 Indonesia Fajar Nugraha
<fajar*telkom.co.id>
clamav-du.viaverio.com 199.239.233.95 USA Scott Wiersdorf
<scott*perlcode.org>
clamav-sj.viaverio.com 128.121.60.235 USA Scott Wiersdorf
<scott*perlcode.org>
clamavdb.heanet.ie 193.1.219.100 Ireland Colm MacCarthaigh
<mirrors*heanet.ie>
clamav.crysys.hu 152.66.249.132| Hungary Bencsath Boldizsar
<boldi*mail2004.crysys.hit.ome.hu>
clamav.rockriver.net 209.94.36.5 | lllinois, USA Thomas D. Harker
<tom*rockriver.net>
clamav.xmundo.net 200.68.106.40 | Argentina Cristian Daniel Merz
<mirrors*xmundo.net>
clamav.infotex.com 66.139.73.146 | Texas, USA Matthew Jonkman

<matt*infotex.com>
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Mirror

P

Location

Administrator

clamav.santafesolutions.com

196.40.71.226

Costa Rica

Gregory Cascante Avils
<gregory*emailcr.com>

clamav.mirror.transip.nl 80.69.67.3 The Netherlands Walter Hop
<walter*transip.nl>
clamavdb.osj.net 218.44.253.75 Japan Masaki Ikeda
<masaki*orange.co.jp>
clamav.ialfa.net 210.22.201.152 People’s Republic Alfa Shen
of China <alfa*ialfa.net>
clamavdb.ikk.sztaki.hu 193.225.86.3 Hungary Gabor Kiss
<kissg*debella.ikk.sztaki.hu>
clamav.mirrors.nks.net 24.73.112.74 Florida, USA James Neal
<clam-admin*nks.net>
clamav.kratern.se 212.31.160.239 Sweden Emil Ljungdahl
<emil*kratern.se>
clamav.dif.dk 193.138.115.10¢ Denmark Jesper Juhl
<juhl*dif.dk>
clamav.dbplc.com 217.154.108.81 United Kingdom Simon Pither
<simon*digitalbrain.com>
clamav.unet.brandeis.edu 129.64.99.170 USA Rich Graves
<rcgraves*brandeis.edu>
clamav.iml.net 65.77.42.207 Florida, US Dmitri Pavlenkov
<dmitri*im1.com>
clamav.elektrotech-ker.hu 80.95.80.7 Hungary Bodrogi Zsolt

<odin*szilank.hu>

clamav.stockingshg.com

212.113.16.74

United Kingdom

<dave*stockingshg.com>

clamav.acnova.com

203.81.40.167

Singapore

Lennard Seah
<myself*lennardseah.com>

clamdb.prolocation.net

213.73.255.243

The Netherlands

Raymond Dijkxhoorn
<raymond*prolocation.net>

clamav.xyxx.com 65.75.154.69 | San Francisco/Palo Alto Myron Davis
California, USA <myrond*xyxx.com>
clamav.walkertek.com 38.136.139.7 USA Stephen Walker
<swalker*walkertek.com>
clamav.mirror.cygnal.ca 24.244.193.21 Burlington, Rafal Rzeczkowski
24.244.193.22 Ontario, Canada <mirrors*cygnal.ca>
clamav.mirrors.ilisys.com.au 203.202.10.60 Australia David Wilcox

<mirrors*ilisys.com.au>

clamav.securityminded.net

209.8.40.140

Ashburn, USA

Thomas Petersen
<tomp*securityminded.net>

clamav.island.net.au

203.28.142.36

Sydney
Australia

Hugh Blandford
<hugh*island.net.au>

clamav.iol.cz

194.228.2.38

Czech Republic

Pavel Urban
<pavel.urban*imaginet.cz>

clamav.securitywonks.net

66.197.159.213

USA

D. Raghu Veer
<clamav*zyserver.net>

clamav.pcn.de

213.203.254.4

Hamburg,
Germany

Karsten Gessner
<karsten*pcn.de>
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Mirror IP | Location | Administrator
clamav.enderunix.org 193.140.143.23 Turkey Omer Faruk Sen
<ofsen*enderunix.org>
clamav.ovh.net 213.186.33.38 France Germain Masse

213.186.33.37

<germain.masse*ovh.net>

clamav.spod.org 195.92.99.99 | United Kingdom lan Kirk
<blob*blob.co.uk>
clamav.intercom.net.ua 195.13.43.28 Ukraine Artie Missirov
<kadjy*intercom.net.ua>
clamav.mirror.vutbr.cz 147.229.3.16 | Czech Republic Tomas Kreuzwieser
<mirror-adm*cis.vutbr.cz>
database.clamav.ps.pl 212.14.28.36 Poland Adam Popik
<adam*popik.pl>
clamav.fx-services.com 69.93.108.98 USA Robin Vley
<robin*fx-services.com>
clamav.univ-nantes.fr 193.52.101.131 France Yann Dupont
<yann.dupont*univ-nantes.fr>
clamav.blackroute.net 64.246.44.108 Texas, USA Maarten Van Horenbeeck
<maarten*daemon.be>
clamavdb.mithril-linux.org 211.10.155.48 Japan Hideki Yamane
<henrich*samba.gr.jp>
clamavdb.planetmirror.com 203.16.234.78 Australia Jason Andrade
<support*planetmirror.com>
clamavdb.raimei.co.jp 219.106.255.66 Japan Araki Musashi
<araki*raimei.co.jp>
clamav.pathlink.com 129.250.169.81 USA Kachun Lee
<kachun*pathlink.com>
clamav.mirror.camelnetwork.com 213.230.200.242 UK Chris Burton

<clamav.mirror*camelnetwork.com>

There is éDatabaseMirrordirective in the config file, which specifies the main database
server freshclam will attempt to connect to (ugMaxAttemptsimes) in order to check
or update the database. If there are nDatabaseMirrorlines specified it will switch
automatically to the next one if a connection with the prasgionirror failed for some

reason.

3 Usage

3.1 Clam daemon

clamdis a multi-threaded daemon and udiéslamavto scan files against viruses. It
may work in one of the two following network modes, listenmga:

e Unix (local) socket
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TCP socket

The daemon is fully configurable via tleiamav.conffile. You will find a description
for every directive in thelamav.conf(5nanual.clamdrecognizes the following com-
mands:

PING
Check a daemon state (should reply with "PONG”).

VERSION
Print version information.

RELOAD
Reload databases.

SHUTDOWN
Perform a clean exit.

SCAN file/directory Scan a file or directory (recursively) with archive support
enabled. A full path is required.

RAWSCAN file/directory Scan a file or directory (recursively) with archive sup-
port disabled. A full path is required.

CONTSCAN file/directory Scan a file or directory (recursively) with archive
support enabled and don't stop even if virus is found.

STREAM Scan stream - clamd will return a new port number you shouhtheot
to and send a data to scarhe protocol is obsolete and there will be a new version
soon (however this one will still be supported).

SESSION, ENDStart/end a clamd session - you can do multiple commands per
TCP session (WARNING: due to the clamd implementationRla OAD com-
mand will break the session).

Clamd reacts on the three special signals:

SIGTERM - perform a clean exit
SIGHUP - reopen the log file
SIGUSR2- reload the database
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3.2 Clamdscan

clamdscan is a simple clamd client. In many cases you carn as&iclamscan replace-
ment but you must remember that:

e it only depends on clamd

e although accepts the same command line options as clamszstrofithem are
ignored, for example: it acceptsnbox but the option has no effect - you must
enable thé&canMail option in clamd to be able to scan mail files

e scanned files must be accessible for clamd

e it can’t use external unpackers

3.3 Clamuko

Clamuko is a special thread alamdthat performs on-access scanning under Linux and
FreeBSD. It is implemented as a thread in clamd and canndt a®m@ clamd client
because of the Dazuko implementation. There are howeves bemefits of the current
implementation - clamuko is sharing the internal virus Hate with clamd and it's
updated with the RELOAD commandou must follow some important rules when
using clamuko:

e Always stop the daemon cleanly - using the QUIT command oiSit€TERM
signal. In other case you can lose your access to proteotsdiiltil the system is
restarted.

e Never protect a directory your mail-scanner software ugeattachment unpack-
ing. Access to all infected files will be automatically bleckand the scanner
(even clamd) won't be able to detect a viruasll infected mails will be deliv-
ered.

You need to enable clamuko alamav.confTo protect the /home directory enable:

ClamukolncludePath /home

To protect the whole system:

ClamukolncludePath /
ClamukoExcludePath /proc
ClamukoExcludePath /temporary/dir/of/your/mail/scann ing/software
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You can use clamuko to protect files on Samba/Netatalk (muntae better and safe
idea is to use theamba-vscamrmodule 5.17. NFS is not supported (Dazuko doesn't in-
tercept NFS access calls). Yet another idea - you may buitddabdse that contains sig-
natures for popular exploits and setup clamd to protect getrer from script-kiddies.

3.4 Archives and compressed files

All ClamAV scanners depend on LibClamAV. It has a built-irpport for the following
formats:

e Zip

e Gzip

e Bzip2

e RAR (2.0 only)

Archive types are determined by magic number teésteu need the zlib library for the
Zip/Gzip support. Zip archives are accessed with the zzifgrary by Guido Draheim
and Tomi Ollila. RAR support is based on the UniquE RAR Filbrary by Christian
Scheurer and Johannes Winkelmann. Both of them are inclanigdlightly modified in
the clamav sources. Unrarlib supports RAR 2.0 archivesamtlyaccording to Christian
the new format (introduced in WinRAR 3.0) will never be sugpd (however clamscan
can scan WinRAR 3.0 archives, see below). Due to securigoreaclamd only scans
archives supported by libclamav and can’t use externalrarng. Clamscan is more
clever and can switch to the external unpacker when the-loudecompresor fails:

$ clamscan --unrar test-failure.rar
/home/zolw/Clam/test/test-failure.rar; RAR module fail ure.

UNRAR 3.00 freeware Copyright (c) 1993-2002 Eugene Roshal

Extracting from /home/zolw/Clam/test/test-failure.rar

Extracting testl OK
All OK

Itmp/4469415h2665d2f4/testl: ClamAV-Test-Signature FO UND
/home/zolw/Clam/test/test-failure.rar: Infected Archi ve FOUND

51t works similarly to the well known file(1) command.
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TIP: You can force clamscan to list all infected files in archivengs-disable-archive
(it disables the built-in transparent decompressors) andzip —unrat...

If the scanner runs on a superuser level unpackers are execed with clamav privi-
leges what makes the process far more securk also assures th@damawuser has read
access to all filesyou must enable recursive scanning with the -r option (—rectsive)
in order to scan a whole content of an archive (including subilectories), this option
is also (usually) required to scan nested archive. Extenmaéckers supported:

—unzip: Usually you don’t need this option because Zip format is sutgal by lib-
clamav. However it may be useful if libclamav fails to unzgnee file. clamscan was
tested withUnZip 5.41 of 16 April 2000, by Info-ZIP

—unrar: Tested withUNRAR 3.00 freeware
—arj: Tested witharj 3.10h

—z00: Tested withzoo 2.1

—lha: Tested withLHa for Unix V 1.14e

—jar: clamscan usesgnzipfor .jar files. Tested wittunZip 5.41 of 16 April 2000, by
Info-ZIP.

—tar: This option enables support for non-compressed archivested withGNU tar
1.13.17

—deb: This option enables support for debian binary packagesedegthGNU ar
2.12.90.0.14Implies —tgz , but doesn’t conflict with -tgz=FULLPATH

—tgz: This option supports .tar.gz and .tgz files. You n&ddU tar, on non-Linux
system you probably have it installedgtar and if it can be found iIl$PATH please use
—tgz=gtar to tell clamscan to ugéar instead otar. Otherwise please supply a full path
with —tgz

3.5 Mail files

Support for mail files is disabled by default. To enable ittige-mbox option in clam-
scan and uncomment ttseganMail directive in clamav.conf (for clamd). All popular
mail formats (Mbox, Maildir, ...) are supported. Mail supps still under development
and may cause stability problems - if you encounter themsglesand the problematic
samples directly to Nigel Hornenjh*clamav.net> . You don’t need this option if you
are already using some wrapper such as AMaViS because & MKEE decoding on
its shoulders.
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3.6 Output format

clamduses a clamscan compatible output format:

zolw@Wierszokleta:"$ telnet localhost 3310

Trying 127.0.0.1...

Connected to localhost.

Escape character is "’

SCAN /home/zolwl/infected
/home/zolw/infected/sobre.com: W32.Magistr.B FOUND
Connection closed by foreign host.

In the SCAN mode it closes the connection when first virus is found. Indase of
archives the output is exactly the same as with normal filealme archive support is
transparent:

SCAN /home/zolw/Clam/test/test2.zip
/home/zolw/Clam/test/test2.zip: ClamAV-Test-Signatur e FOUND

CONTSCAN displays all infected files found.
Error messages are printed in the following format:

SCAN /no/suchffile
Ino/suchffile: Can't stat() the file ERROR

and they can be easily parsed.

clamscanwrites all messages t&tderr (only help is written tostdout by default).
You may want to redirect it tgtdout - this is handled with-stdout . An example of
the clamscan output is:

tmpltest/removal-tool.exe: Worm.Sober FOUND
ftmp/test/md5.0: OK

tmpltest/blob.c: OK

tmpltest/message.c: OK

tmpltest/error.hta: VBS.Inor.D FOUND

When a virus is found its name is printed betweerfiteigame:  andFOUNDstrings. If a
virus is found in an archive that has been extracted with &real unpacker it's noticed
with Infected Archive . "Infected Archives” are not counted as infected files - only
files within them are. Notice the difference with built-inamhiver - extraction process
is realized transparently by libclamav and clamscan do&sow which concrete file is
infected - just marks whole archives as infected.
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3.7 Signature Tool

If you have got an infected file not recognized by ClamAV péefisst report it on our
page. In some cases you may want to create a temporary,esiatature - you can
try to use sigtool which can use third party software to @easignature butou have

to make sure your commercial scanner’s license does not disaw sigtool usage '°.

The tool is only partially useful because it only detectslést part of real signature. It
will fail for multipart signatures (which are often used tetelct mutating viruses).
Example usage: create a random file (with any content) aredtitisetest/testl file
content into it. We will uselamscarto generate the signature. Remember this is only
an example - in a real life you don’t need such tricks - justrdadted file. Scan it with
clamscan --stdout testfile - the output should be:

testfile: ClamAV-Test-Signature FOUND

----------- SCAN SUMMARY -----------
Known viruses: 21074

Scanned directories: 0

Scanned files: 1

Data scanned: 0.95 MB

Infected files: 1

I/O buffer size: 131072 bytes
Time: 1.245 sec (0 m 0 s)

The unique string in this output is "ClamAV-Test-Signatuse run sigtool with the
following arguments:

$ sigtool -¢ "clamscan --stdout" -f testfile -s "ClamAV-Tes t

The program will concatenate arguments-to(--command) and-f (--file) that's
why the scanner’s options must be given in the proper ordethéend it will generate
a file calledtestfile.sigwhich should be 100 bytes in size (in our example). It corgtai
the proper signature.

Detected, decreasing end 20051 -> 16040
Detected, decreasing end 16040 -> 12029
Detected, decreasing end 12029 -> 8018
Not detected at 8018, moving forward.

Detected, decreasing end 10024 -> 8018

Ssigtool is not used by the ClamAV team to create official stgres
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Not detected at 8018, moving forward.
Detected, decreasing end 9021 -> 8018
Not detected at 8018, moving forward.
Not detected at 8520, moving forward.
Detected, decreasing end 8771 -> 8520
Not detected at 8520, moving forward.
Not detected at 8646, moving forward.
Not detected at 8709, moving forward.
Detected, decreasing end 8741 -> 8709
Not detected at 8709, moving forward.
Not detected at 8725, moving forward.
Detected, decreasing end 8733 -> 8725
Not detected at 8725, moving forward.
Not detected at 8729, moving forward.
Detected, decreasing end 8731 -> 8729
Not detected at 8729, moving forward.
Detected, decreasing end 8730 -> 8729
Not detected at 8729, moving forward.
Increasing end 8729 -> 8730

*** Signature end found at 8730
Detected at 8680, moving forward.
Detected at 8680, moving forward.

Not detected, moving backward 8693 -
Detected at 8680, moving forward.

Not detected, moving backward 8687 ->
Detected at 8680, moving forward.

Not detected, moving backward 8684 ->
Detected at 8680, moving forward.

Not detected, moving backward 8682 ->
Detected at 8680, moving forward.

Not detected, moving backward 8681 ->
Detected at 8680, moving forward.

Not detected, moving backward 8681 -
Detected at 8680, moving forward.
Moving forward 8680 -> 8681

*** Signature start found at 8681

\Y

\Y

The scanner was executed 33 times.
The signature length is 49 (98 hex)
Saving signature in testfile.sig file.

8680

8680

8680

8680

8680

8680

Saving binary signature in testfile.bsig file.
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To make the generated signature complete you only to addrisdlame= string at the
beginning of the hexadecimal signature in testfile.sig.

TIP: ClamAV scanners read all .db files in the database directéoy can create your
own database files (e.g. local.db) and they won’t be modifyefidshclam !

4 Problem solving

4.1 Return codes

Return codes are very useful in system scripts. You can ctiecketurn code from
clamscarby running:

$ clamscan; echo Return code: $?

Here is the full list of return codes fatamscan

0: No virus was found.
1: Virus(es) detected.

40: Unknown option passed tamscan Please check clamscan —help or manual page
for available options.

50: Virus database initialization error. Probably it doesxiseat the default location
or it's malformed (e.g. broken digital signature)

52: Not supported file type - clamscan only supports regular, filgectories and sym-
links.

53: Can’t open directory.

54: Can't open file’

55: 1/O error during read’

56: Can't stat input file or directory. File (or directory) you mtao scan doesn't exist.

57: Can't get absolute pathname of current working directogunturrent pathname
is longer then 200 characters. This is bad and you may neexttmpile ClamAV to
fix it.

58: 1/O error. Please check the filesystem.
59: Can't get information about current user (running clam¥can

’Only in a one-file mode (in recursive mode those errors arerig).
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60: Can't get information about usefamav Userclamav(default unprivileged user)
doesn't exist in /etc/passwd.

61: Can't fork. Can’t create new process, please check youesybnits.

63: Can't create temporary file or directory. Please check /tepngssions or use
—tempdir

64: Can't write to temporary directory. Please specify anotres.
70: Can't allocate and clear memory. This is a critical erroegsie check your system.
71. Can't allocate memory. Look above.

5 Third party software

There are many projects with support for our scanner. Hetteeidist of software that
was tested and is known to work well.

5.1 clamav-milter
Homepage:part of the ClamAV package
Supports: clamd

Nigel Horne’s clamav-milter is a very fast email scannerigiesd for sendmail. It's
written entirely in C and uses ClamAV'’s internal mail scanfagso written by Nigel).

Installation:
You need libmilter development files. Configure ClamAV with

$ ./configure --enable-milter

and recompile. The program will be installed in /usr/loghih/clamav-milter. The fol-
lowing instructions were adopted from Nigel’s INSTALL filadd to /etc/mail/sendmail.mc:

INPUT_MAIL_FILTER(‘cImilter’,'S=local:/var/run/clmi lter.sock,
F=, T=S:4m;R:4m")dnl
define(‘confINPUT_MAIL_FILTERS’, ‘cImilter’)

Check entries in clamav.conf of the form:

LocalSocket /var/run/clamd.sock
ScanMail
StreamSaveToDisk
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Start clamav-milter:

{usr/local/shin/clamav-milter -lo /var/run/clmilter.s ock

and restart sendmail.

5.2 VS Milter
Homepage:http://ivs-milter.lbsd.net
Supports: clamd

IVS Milter is a virus and spam scanning milter. The name stdodIndustrial Virus +
Spam milter. It's designed to be used by anything from honeesu® large ISP’s.

5.3 smtp-vilter
Homepage:http://www.etc.msys.ch/software/smtp-vilter
Supports: clamd

smtp-vilter is a high performance content filter for sendraaing the milter API. The
software scans e-mail messages for viruses and drops osnméekted messages. Cla-
mMAV is the default scanner backend.

5.4 modclamav
Homepage:http://software.othello.ch/mod_clamav
Supports: libclamav, clamd

mod.clamav is an Apache virus scanning filter. It was written andurrently main-
tained by Andreas Muller. The project is very well documdrded the installation is
quite easy.

5.5 AMaViS - "Next Generation”
Homepage:http://sourceforge.net/projects/amavis
Supports: clamscan

AMaViS-ng is a rewritten, more modular version of amavisHaenavisd, developed by
Hilko Bengen. Home site:

Installation:

Please download the newest version (at least 0.1.4). Afsaliation (which is quite
easy), please uncomment the following line in amavis.conf:
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virus-scanner = CLAM

and eventually change the path to clamscan if@h&M] section:

[CLAM]

clamscan = /ust/local/bin/clamscan

5.6 amavisd-new

Homepage:http://www.ijs.si/software/amavisd

Supports: clamd, clamscan

amavisd-new is a rewritten version of amavis maintained laydMMartinec.

Installation:
clamscan is enabled automatically if clamscan binary isfoat amavisd-new starup
time. clamd is activated by uncommenting its entry in the @eanners list, file /etc/amavisd.conf.

5.7 Qmail-Scanner

Homepage:http://gmail-scanner.sf.net

Supports: clamscan

Please increase the softlimit value if you are going to us#tlt clamscan.

5.8 Sagator
Homepage:http://www.salstar.sk/sagator
Supports: clamscan, clamd, libclamav

This program is an email antivirus/antispam gateway. Itnisraerface to the postfix
(or any other smtpd), which runs antivirus and/or spamociedis modular architecture
can use any combination of antivirus/spamchecker acogtdiconfiguration.

5.9 ClamdMail

Homepage:http://clamdmail.sf.net
Supports: clamd

A mail processing client for ClamAV. Small, fast and easyrstall.
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5.10 BlackHole
Homepage:http://iland.net/"ckennedy/blackhole.shtml
Supports: clamscan, clamd

BlackHole is an advanced spam / virus filter for Qmail, PostBgndmail, Exim and
Courier written by Chris Kennedy. This tool is for advancédinistrators (installation
is hard).

5.11 MailScanner
Homepage:http://www.mailscanner.info
Supports: clamscan

MailScanner scans all e-mail for viruses, spam and attagasat security vulnerabili-
ties. It is not tied to any particular virus scanner, but carubed with any combination
of 14 different virus scanners, allowing sites to choos€lblest of breed” virus scanner.

5.12 MIMEDefang
Homepage:http://www.roaringpenguin.com/mimedefang
Supports: clamscan, clamd

This is an efficient mail scanner for Sendmail/milter.

5.13 exiscan
Homepage:http://duncanthrax.net/exiscan
Supports: clamscan, clamd

exiscan is a patch against exim version 4, providing supjoorcontent scanning in
email messages received by exim. Four different scanntititii@s are supported: an-
tivirus, antispam, regular expressions, and file exterssion

5.14 scanexi
Homepage:http://wl.231.telia.com/'u23107873/scanexi.html
Supports: clamscan, clamd

scanexi is a plugin for exim version 4.14 with dlopen patabyjing support for con-
tent scanning in email messages received by exim.
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5.15 Mail::ClamAV

Homepage:http://cpan.gossamer-threads.com/modules/by-authors [idISISA/
SABECK!/
Supports: libclamav

Perl binding for ClamAV.

5.16 File::Scan::ClamAV

Homepage:http://search.cpan.org/"cfaber/File-Scan-ClamAV-1.0 6/lib/File/
Scan/ClamAV.pm
Supports: clamd

Scan files and control clamd directly from Perl.

5.17 OpenAntiVirus samba-vscan
Homepage:http://www.openantivirus.org/projects.php#samba-vsc an
Supports: clamd

samba-vscan provides on-access scanning of Samba shatggdrts Samba 2.2.x/3.0
with working virtual file system (VFS) support.

5.18 Sylpheed Claws

Homepage:http://claws.sylpheed.org
Supports: libclamav

Sylpheed Claws is a bleeding edge branch of Sylpheed, avigigtht mail user agent
for UNIX. It can scan attachments in mail received from PQM\P or a local account
and optionally delete the mail or save it to a designatecefold

5.19 nclamd

Homepage:http://www.kyzo.com/nclamd/
Supports: libclamav

nclamd, nclamav-milter and nclamdscan are rewritten gassof the original tools and
use processes instead of threads and ripMIME instead ofléameag built-in MIME
decoder.
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5.20 cgpav

Homepage:http://program.farit.ru

Supports: clamd

This is a fast (written in C) CommuniGate Pro anti-virus piugith support for clamd.

5.21 j-chkmail
Homepage:http://j-chkmail.ensmp.fr
Supports: libclamav, clamd

j-chkmail is a fast (written in C) filter for sendmail. It dogsgam and dangerous content
(virus) filtering with help of ClamAV. The program supportany modes of monitoring
and run time controlling and was designed to work on highbdied servers. It's an
open source software available for free to registered garaon-commercial usage).

5.22 (scanq

Homepage:http://budney.homeunix.net:8080/users/budney/softwa re/gscang/
index.html
Supports: clamscan

gscang replaces gmail-queue. It initiates a scan (usingsdan or clamdscan) on an
incoming email, and returns the exit status of the scannef @mail-queue to the caller.

5.23 clamavr

Homepage:http://raa.ruby-lang.org/list.rhtml?name=clamavr
Supports: libclamav

Ruby binding for ClamAV.

5.24 pyclamav

Homepage:http://xael.org/norman/python/pyclamav/index.html
Supports: libclamav

Python binding for ClamAV.

5.25 DansGuardian Anti-Virus Plugin

Homepage:http://www.pcxperience.org/dgvirus/
Supports: clamscan
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DG AVP is a GPL addon that takes the Virus Scanning capadslif The MailScanner
and integrates them into the content filtering web proxy Garedian.

5.26 Viralator
Homepage:http://viralator.sourceforge.net/
Supports: clamscan

Viralator is a perl script that virus scans http downloadsdimux server after passing
through the squid proxy server.

5.27 ClamAssassin
Homepage:http://drivel.com/clamassassin/
Supports: clamscan

clamassassin is a simple script for virus scanning with stzan which works similarily
to spamassassin. It's designed for integration with pracma

5.28 clamscan-procfilter
Homepage:http://www.virtualblueness.net/"blueness/clamscan-p rocfilter/
Supports: clamscan

A procmail filter for clamscan to work in conjunction with mmail. A new email field,
X-CLAMAV, with all the viruses found is generated in the effaader.

5.29 MyClamMailFilter

Homepage:http://muncul0.w.interia.pl/projects.html#myclammai Ifilter
Supports: clamscan

MyClamMailFilter is an e-mail filter for procmail or maildpo When a virus is found
it renames attachments and modifies the subject. It canetsmre potentially danger-
ous attachments looking at their extensions. The softwaegniple, fast and easy to
customize.

5.30 Gadoyanvirus

Homepage:http://oss.mdamt.net/gadoyanvirus/
Supports: libclamav
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gadoyanvirus is a (yet another) virus stopper for gmaileflaces the original gmail-
gueue program. It scans incoming messages using the Clami®Vieus library. Sus-
pected message will be quarantined and (optionally) a oatifin message will be sent
to the recipients. By default, gadoyanvirus needs QMAILQEpatched gmail instal-
lation.

5.31 OpenProtect

Homepage:http://opencompt.com/
Supports: ClamAV via MailScanner

OpenProtect is a server side e-mail protection solutiosisting of MailScanner, Spa-
massassin, ClamAV with support for Sendmail,Postfix, Exima @mail. It also consists
of a fully automatic installer and uninstaller, which coniigs everything automatically
including setting up perl modules and virus scanner sedting

5.32 RevolSys SMTP kit for Postfix

Homepage:http://smtp.revolsys.org/
Supports: ClamAV via amavisd-new

The RevolSyS SMTP kit for Postfix provides an antispam andviams tools installa-
tion. It uses amavisd-new, Spamassassin, ClamAvV, and R#zaims to enhance an
already-installed mail server running Postfix.

5.33 POP3 Virus Scanner Daemon

Homepage:http://p3scan.sourceforge.net/
Supports: clamscan

This is a full-transparent proxy-server for POP3-Clieritstuns on a Linux box with
iptables (for port re-direction). It can be used to provi@@ email scanning from the
internet, to any internal network and is ideal for helpingtotect your Other OS LAN
from harm, especially when used in conjunction with a firé\aat other Internet Proxy
servers.

5.34 mailman-clamav
Homepage:http://www.tummy.com/Software/mailman-clamav
Supports: clamd

This module includes a Mailman handler for scanning incgmessages through Cla-
mMAV. The handler allows Mailman to be configured to hold occdirsl messages which
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contain viruses. Particularly useful is the discard optwhich prevents list administra-
tors from having to manually deal with viruses.

5.35 wbmclamav

Homepage:http://wbmclamav.labs.libre-entreprise.org/
Supports: ClamAV

wbmclamav is a webmin module to manage Clam AntiVirus, wenitby Emmanuel
Saracco.

5.36 Scan Log Analyzer

Homepage:http://pandaemail.sourceforge.net/av-tools/
Supports: ClamAV

Scan analyzer allows you to plot and view graphical repriadiem of log data from
virus logs of RAV, ClamAV and Vexira.

5.37 mailgraph

Homepage:http://people.ee.ethz.ch/"dws/software/mailgraph/
Supports: clamd

mailgraph is a very simple mail statistics RRDtool frontdod Postfix that produces
daily, weekly, monthly and yearly graphs of received/semt bounced/rejected mail
(SMTP traffic).

5.38 INSERT

Homepage:http://www.inside-security.de/INSERT _en.html
Supports: ClamAV

INSERT (the Inside Security Rescue Toolkit) aims to be a niuftctional, multi-
purpose disaster recovery and network analysis systemooliskfrom a credit card-
sized CD-ROM and is basically a stripped-down version of ppig. It features good
hardware detection, fluxbox, emelfm, links-hacked, sgfguenp, nmap, chntpwd, and
much more. It provides full read-write support for NTFS gaohs (using captive), and
the ClamAV virus scanner (including the signature datapase

5.39 Local Area Security

Homepage:http://www.localareasecurity.com/
Supports: ClamAV
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Local Area Security Linux is a Live CD distribution with a gatrg emphasis on security
tools and small footprint. It can be used to run ClamAV fromRROM.

5.40 redWall Firewall

Homepage:http://redwall.sourceforge.net/
Supports: ClamAV

redWall is a bootable CD-ROM firewall which focuses on welkdzhreporting of the
firewall's status. It supports virus filtering with amaviedw and ClamAV.

541 ClamWin

Homepage:http://clamwin.sourceforge.net/
Supports: clamscan, freshclam

ClamWin provides Graphical User Interface to Clam Anti\éirscanning engine. It
allows to select and scan a folder or file, configure settimglsigppdate virus databases.
It also includes a Windows Taskbar tray icon. ClamWin alsaiudees a context menu
handler for Windows Explorer which installs Scan into thghticlick explorer menu
for files and folders. The package comes with an installdt With InnoSetup. Cygwin
dlls are included.

5.42 KlamAv

Homepage:http://sourceforge.net/projects/klamav/
Supports: ClamAV

A collection of GUI tools for using ClamAV on KDE. Klamscan KDE frontend for

clamscan, is available via CVS. For the forseeable fututamAV will requre Cla-

mMAV to be already installed on your machine. Hopefully, Kkvhwill soon include

freshklam, a sigtool utility, and hopefully an interface édamuko (‘auto-protect’ style
scanning).

5.43 Clamaktion
Homepage:http://web.tiscali.it/rospolosco/clamaktion
Supports: clamscan

clamaktion is a little utility which allows KDE 3 users to schles and directories with
clamscan from the right-click Konqueror menu.
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5.44 QMVC - Qmail Mail and Virus Control
Homepage:http://www.fehcom.de/gmail/gmvc.html
Supports: clamdscan, clamscan

QMVC is an unidirectional mail filter for Qmail. It works in ogunction with the "dot-
gmail” mechanism for gmail-local and is entirely designed @mail (no additional
patches required).

5.45 FETCAV
Homepage:http://www.thymox.uklinux.net
Supports: clamscan

FETCAV stands for Front End To Clam AntiVirus. It's a GUI imface to ClamAV and
requires Xdialog.

5.46 Famuko
Homepage:http://www.campana.vi.it/ottavio/Progetti/Famuko/

Supports: libclamav

Famuko is an on-access scanner based on libfam and workéngserspace.

5.47 SoftlabsAV
Homepage:http://antivirus.softlabs.info/
Supports: clamscan

Softlabs AntiVirus is a generic anti-virus filter for incong mail servers on Unix, run-
ning as plugin for procmail. In addition, it plugs to the Cl@mntiVirus scanner (clam-
scan) if available.

5.48 OdeiaVir

Homepage:http://odeiavir.sourceforge.net/
Supports: clamdscan

OdeiaVir is an e-mail filter for Qmail or Exim.

6 LibClamAV

libclamav may be used to add a virus protection to your satwa@he library is thread-
safe and can transparently recognize and scan archivddjlesaand MS Office docu-
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ment files.

6.1 General API

Every program based on libclamav must includedlamav.h header file:

#include <clamav.h>

A first step is to initialize the scanning engine. There aredHunctions available:

int cl_loaddb(const char *filename, struct cl_node **root :
int *virnum);

int cl_loaddbdir(const char *dirname, struct cl_node **ro ot,
int *virnum);

const char *cl_retdbdir(void);

cl_loaddb()  loads a particular databasa, loaddbdir() loads all.cvd (and older
.db, .db2) databases from a directatyname . cl_retdbdir() returns a hardcoded
database directory path. Initial internal database (AbecaSick tree, trie; see 6.3) will
be saved undewot and a number of signatures loaded will fgded 8 to virnum .
Pointer to the trie must initially point to NULL. If you dontare about number of
signatures pass NULL as a third argumecitloaddb  functions return 0 on success
and an other value on failure.

struct cl_node *root = NULL,;
int ret;

ret = cl_loaddbdir(cl_retdbdir(), &root, NULL);

There’s an elegant way to print libclamav’s error codes:

const char *cl_strerror(int clerror);

cl_strerror() returns a (statically allocated) string describingesror  code:

8Remember to initialize the virus counter variable with 0.
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if(ret) {
printf("cl_loaddbdir() error: %s\n", cl_strerror(ret)) ;
exit(1);

}

When database is loaded you must build the final trie with:

int cl_buildtrie(struct cl_node *root);

In our example:

if((ret = cl_buildtrie(root)))
printf("cl_buildtrie() error: %s\n", cl_strerror(ret)) ;

Now you can scan a buffer, a descriptor or a file with:

int cl_scanbuff(const char *buffer, unsigned int length,
const char **virname, const struct cl_node *root);

int cl_scandesc(int desc, const char **virname, unsigned
long int *scanned, const struct cl_node *root, const
struct cl_limits *limits, int options);

int cl_scanfile(const char *filename, const char **virnam e,
unsigned long int *scanned, const struct cl_node *root,
const struct cl_limits *limits, int options);

All the functions save a virus name address undeame pointer. It points to a name in
the trie structure thus it can’t be released direatlyscandesc()  andcl_scanfile()

can increase theeanned value inCL_COUNT_PRECISIONInits, they also support archive
limits:

struct cl_limits {
int maxreclevel; /* maximal recursion level */
int maxfiles; /* maximal number of files to be
* scanned within an archive
*/
int maxratio; /* maximal compression ratio */
short archivememlim; /* limit memory usage for bzip2 (0/1) * /
long int maxfilesize; /* files in an archive larger than
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* this value will not be scanned
*|

The last argument in the_scan family configures the scan engine. It supports the
following flags:

e CL_RAW
It does nothing. Please use it (alone) if you don’t want tonsaray special files.

e CL_ARCHIVE
This flag enables the transparent archive scanning.

e CL_DISABLERAR
Disables the built-in RAR unpacker which is known to causenoey leaks.

e CL_ENCRYPTED
Marks encrypted archives as viruses (Encrypted.Zip, Eried/RAR).

e CL_MAIL
Required to scan various types of mail files.

e CL_OLE2
Enables support for Microsoft Office document files.

All functions return 0 CL_CLEAN if the file is cleanCL_VIRUS when virus is detected
and an other value on failure.

struct cl_limits limits;
const char *virname;

memset(&limits, 0, sizeof(struct cl_limits));
[* maximal number of files in archive */;
limits.maxfiles = 1000

[* maximal archived file size == 10 MB */
limits.maxfilesize = 10 * 1048576;

[* maximal recursion level */
limits.maxreclevel = 5;

[* maximal compression ratio */
limits.maxratio = 200;

[* disable memory limit for bzip2 scanner */
limits.archivememlim = 0;
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if((ret = cl_scanfile("/home/zolw/test", &virname, NULL , root,
&limits, CL_ARCHIVE | CL_MAIL | CL_OLE2)) == CL_VIRUS) {
printf("Detected %s virus.\n", virname);
} else {
printf("No virus detected.\n");
if(ret '= CL_CLEAN)
printf("Error: %s\n", cl_strerror(ret));

Release the trie if you no longer need it:

void cl_freetrie(struct cl_node *root);

You will find an example scanner in clamav sources (/fexampliprograms based on
libclamav must be linked against it:

gcc -Wall exl.c -0 exl -Iclamav
Enjoy !

6.2 Database reloading

The most important thing is to keep the internal instancéeftatabase up to date. You
can watch database changes withdhetat  functions family:

int cl_statinidir(const char *dirname, struct cl_stat *db stat);
int cl_statchkdir(const struct cl_stat *dbstat);
int cl_statfree(struct cl_stat *dbstat);

Initialization:

struct cl_stat dbstat;

memset(&dbstat, 0, sizeof(struct cl_stat));
cl_statinidir(dbdir, &dbstat);

To check for a change you only need to @lktatchkdir
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if(cl_statchkdir(&dbstat) == 1) {
reload_database...;
cl_statfree(&dbstat);
cl_statinidir(cl_retdbdir(), &dbstat);

Remember to reinitialize the structure after a reload.

6.3 Scan engine

New versions of Clam AntiVirus use a mutation of the Aho-Gack pattern matching
algorithm. The algorithm is based a finite state pattern magcautomaton [1] and it's
a generalization of the famous Knuth-Morris-Pratt aldorit Please take a look at the
matcher.h  for data type definitions. The automaton is represented iea lt is a
rooted tree with some specific properties [2]. Every nodehefttie represents some
state of the automaton. In our implementation, the nodefiaettas follows:

struct cl_node {
short int islast;
struct cli_patt *list;
int maxpatlen;
struct node *nextiNUM_CHILDS], *trans[NUM_CHILDS], *fai ;

[To be continued...]

6.4 CVD format

CVD (ClamAV Virus Database) is a digitally signed tarbalkfihat contains one or
more databases. You can find some useful information in thelAlSeader of the file.
It's a 512 bytes long string with the following colon sepauhtfields:

ClamAV-VDB:build time:version:number of signatures:fun ctionality
level required:MD5 checksum:digital signature:builder n ame
and can be easily parsed by scripts or wsidtool --info . There are two CVD

databases in ClamAvnain.cvdanddaily.cvdfor daily updates. You can usggtoolto
unpack a CVD file {unpack ) and to list virus names-{ist-sigs ).
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